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ABSTRACT

Modern vehicles are equipped with a number of ECUs(Electronic Control Units), and ECUs can control vehicles
efficiently by communicating each other through CAN(Controller Area Network). However, CAN bus is known to be
vulnerable to cyber attacks because of the lack of message authentication and message encryption, and access control. To
find these security issues related to vehicle hacking, CAN Fuzzing methods, that analyze the vulnerabilities of ECUs, have
been studied. In the existing CAN Fuzzing methods, fuzzing inputs are randomly generated without considering the structure
of CAN messages transmitted by ECUs, which results in the non-negligible fuzzing time. In addition, the existing fuzzing
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solutions have limitations in how to monitor fuzzing results. To deal with the limitations of CAN Fuzzing, in this paper, we

propose a Non-Random CAN Fuzzing, which consider the structure of CAN messages and systematically generates fuzzing

input values that can cause malfunctions to ECUs. The proposed Non-Random CAN Fuzzing takes less time than the

existing CAN Fuzzing solutions, so it can quickly find CAN messages related to malfunctions of ECUs that could be

originated from SW implementation errors or CAN DBC(Database CAN) design errors. We evaluated the performance of

Non-Random CAN Fuzzing by conducting an experiment in a real vehicle, and proved that the proposed method can find

CAN messages related to malfunctions faster than the existing fuzzing solutions.
Keywords: ECU, CAN, Vehicle Hacking, CAN Fuzzing, Non-Random CAN Fuzzing
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Fig. 1. CAN Data Frame
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1) CAN Message Analysis

2) CAN Fuzzing Input
Value Generation

3) CAN Fuzzing Injection
and Monitoring

CAN ID-PID

CAN Fuzzing Input

Relation Analysis

CAN Fuzzing
Rule Definition

Value Injection

CAN Data Field

CAN Message
Monitoring

Side Information

Analysis
CAN Fuzzing Input
Correlation Value Generation
Analysis

Monitoring ﬂ

Request OBD-II

PID Query Receive CAN Message

I IMU
(Inertial
Vehicle Response  Measurement
by Fuzzing Unit)

CAN Bus

Fig. 2. Non-Random CAN Fuzzing System
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Fig. 3. OBD-Il PID Diagnostic Query Request
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of 9J8] CAN Fuzzing §83t& A48k Al
A Fuzzing <133 Data Field el
Checksum Field7} &Alsk= 735, A% A=
of tIgt Checksum< AAbsfo} gcl (8] w=
® Checksum< _J_EJ]?'?}ZI %2 CAN A7} 2}
2ol F5A & A% Checksum AF 277}
WAEle] sl CAN wAA7F 72 e glr) =
gk, Checksum #& A o, A=F AxGAel
2|5 ECU‘)ﬂ FHE w7} ASEE AR &
g8

UJrEW Non-Random CAN Fuzzing 43t
AX mEo4+E= Deep Learning 715S o438}
ECUel w8t =W <ixye]sy]  gle] CAN
Fuzzing 4E3tel ot Checksum *E 5
t}. Agtsk= Checksum 5 A2 dlolg Al
T=3t= 2] @72 Deep Learning &35
= o] &3] RelS A= AR A

¢ Checksum 5% S8 Axzgl A

Deep Learningell AFH-& Ho|HAlE +5317]
218 Data FieldellA] Checksum FieldZ &#573¥
T =9 dvelelR AAsa, 1 9o ymA|
7He d¥ delHE AAZE oE dolEl=
BinaryZ W33tz &% dle]el= Checksum
Field7} 8d 4 M% kel 9]l Checksum
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79 9)Ae @A One-hot Encoding 3k}, <=
E°] Checksum Field7} n-bitd A5, 4
olHli= 2717k (64 —n)l WdS 72, &9 d]
olel= Z7|7} 2"l mdE FAE] i) HA =
AL Fig. 4.9 2o}
* Checksum 5% ¢lgt 2 A4 oA

Deep Learning® ®ixAal  dae(Edl
DNN(Deep Neural Network)(22)S o]-g3}o
Sequential RH& A dE E9
Checksum Field7} n-bitd 7% 31¥Z=(Input
Layer) (64 —n)7l¢ =2 FA¥d Binary
2 g o deleE Fget. £33 (Output
Layer) 2709 x=2 FA="  One-hot
Encoding ® &% delelE FYgrt. 29%F
(Hidden Layer) Fully-Connected Layer®
TAEH mde] 2= Fig. 5.9 )

Checksum Field 5 digt A&AS 5
7] ¢80 Fl-score® Aitste] mule] A58 #hal
gich wdld] Ao digk Ay 9 Hrle 4%
Al ARAE] 1&gk

2) Field Violation 1%+ AA

Field Violation Ruled] 23] CAN Fuzzing
qHEE AAss IA A= FieldEe S4¢l F
A%l CAN Fuzzing 133k AASIER Deep
Learning 718} Checksum 3 3] HQs}A|
ot webs @' Ruledl 9738led  CAN
Fuzzing §83& A4 22 A3

CAN ID Data Field

‘ 80 ‘00‘17[90‘0&[37‘2:‘37[8}b‘

(64 — n) bit { {n bit

Input Data Output Data
(Checksum)

[oo17]e0foa]57]2c]57] ]

| |

Size: (64 — n) Size : 2"

[eToleTo eTo e Jo o[- T+ o]1]1] [ole olo]o]o]eTo[x[-Ie o]c]o]

Fig. 4. Pre-processing steps for Checksum
Estimation

Input Layer Hidden Layer Output Layer

Fully-Connected Layer

(64 — n) Node 2" Node

Fig. 5. DNN Classification Model for Checksum
Estimation

3.4 CAN Fuzzing &2zt F¢ & Z1n} TLEHE

CHA|
34.1 CAN Fuzzing 21247t T2

H =FoAe o™ CAN Fuzzing ¢33 A
A Ruleel uwlg}l A% CAN #AIAE Fuzzing
Target =}kl CANell Flgk}. whek CAN
Fuzzing 8 &, AAl 2Aels A== CAN
X292} CAN Fuzzing $E3t =2 sl CAN
Fuzzinge 433l A2l TEC(Transmission
Error Counter)”} AA(e.g. 255)% o]
Bus-off(21)7} A 75, sl Ane] CAN A
EE#E Resetdlo] Fuzzings v} #age},

342 CAN HA[X| Z2LEE

CAN Fuzzing®# <ols] ECUCIA #Ae 4
ol o)Ak A% #ANE CAN WAA|E o] fslo] »

e Rslr] Slef okt 22 ghe] Waks galdi

¢ CAN ID Monitoring :
A=A gelgiet

e CAN DLC Monitoring
7} W= gqlght,

* Value Violation Monitoring Unused,
Constant =83 Multi-Value Fieldel AAF
% Bit Flip Rateel#] Bloju= vhafdt gtsel
vrehb=A] ghelghet,

¢ Sensor Violation Monitoring Sensor
Field dlelel7} 71& 29tz #H5gke] WelE
Blojyte=A] gl

A& CAN ID7}

CAN ID®] DLC
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* Correlation Monitoring : 2 CAN 1D
Data Fieldel ZAl3l= Sensor Field 7+
AL JAA o) WslE =R gl

34.3 Side Information 2L|E{Z

CAN Fuzzingdl 9& =kl o)Al 2H5 Al
A7) 8 IMU A E o]&3ht). IMU A+
Y E4 AR Aol R} R e 3%
olt}. x, v, z5& 7IELE APl wEks 7
A8ty R £ WIS A 2Ek|
Fuzzing {3832 -zr%}ﬁ}z] o5 Abele] AR
Fuzzings A3z 52k MMz vlasle] 2
2ol A o)A} 2HE dAto] HEAIEld =] Fhalgic,

r\‘J _Il)ln
G
2
2
r

oL

=L

rr
N
=~

o2 B oq]

2 =il Akt Non-Random CAN
Fuzzing 71€9 #A5E $18 A¥ 342 Fig. 6.
¥} zr} elzwe] sbo]e} PICAN(23) CAN Bus
Board® ZAgst £ z8ke] OBD-II £EE E3
CAN HAAE $-Alslednt. #7272 Side
Information %< 93 zh=wg Iole} IMU
Al MPU-60504 Agsle] Ateke] Afol=e} 7}
£ ks SAspioh AF A All new
Soul 2014% °]-83}ic}.

4.1 CAN HAIX] M A

411 Supported PIDs &l
Ag A=ke]l OBD-II PID(16) A%t HZ&E &

A3 o 74 Supported PIDsE #lslgde}. & 37

9] PIDsE A3tz 9lew Ad= Table 1.3
zt}

N
-

412 CAN ID-PID 2t ol

418 Aze] CAN IDs} PID2] A% ¥4
A 71 SFOT.08)9 7 A8 E Ak

A = 2] Engined 4133 PIDE
iE-l:]:_ = % PIDQ]— FH¥ CAN IDE dots

d3 A3} Table 2.9F #°], PID Code

Raspberry Pi + PiCAN + MPU 6050 |

Fig. 6. Experiment environment for
Non-Random CAN Fuzzing System

0x04(Calculated Engine Load)<}
0x05(Engine Coolant Temperature)= CAN
1D 0xAQ9}  FHHo] Q)L PID  Code
0x0C(Engine RPM)+ CAN ID 0x80, 0xAO0,
0x3163% <Ae] dss =g =3, PID
Code 0x0D(Vehicle Speed)= 0xA0, 0x316,
0x4403} A= o] 955 Elshich.
AL &3] sleldl CAN ID-PID Aol wigh
%% 98l CAN DBCoﬂ gt FpA el
1 (24)7 v|AE 3192, Table 2.5 B
ro] CAN ID OX440-4 Data Field 79
A9g o2 CAN IDE2 25 A5
< ERlstsich

=

A
u}o}
byte

A =)ol

1> m'

N

e 2 orlr oo
do tu @

41.3 CAN Data Field 27

7z CAN ID®] Data Field®] A&& #4317
98 A (Driving) < AejellA AF ek
CAN Log% #r3lgir,

1% CAN Loge 53l Engined 3%
CAN ID®| Data Fieldel @3} Bit Flip Rate
AL, F 77 Alsrt Fig. 7.3 2]

S J}L

Table 1. Supported PIDs of All new Soul 2014

PID Supported PIDs of Soul
(Hex) (Hex)
00 01, 03, 04, 05, 06, 07, 0B, 0C, 0D,
0E, OF, 11, 13, 15, 1C, 1F
21, 23, 2E, 2F, 30, 31, 32, 33, 34,
20
3C
40 41, 42, 43, 44, 45, 46, 47, 49, 4A,

4C, 56
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Table 2. Relation between PID code and CAN ID of All new Soul 2014

(v/: CAN signals analyzed by PID Code requests, Red Tagging: CAN signals provided by (24))

Vehicle Description (PID)

CAN ID
(Frequency)

Data Field

2 3 4

Calculated Engine Load (04)

0xA0 (100ms)

Engine Coolant Temperature (05)

0xA0 (100ms)

0x80 (10ms)

Engine RPM (0C)
Soul

0xA0 (100ms

0x316 (10ms

Vehicle Speed (0D)

0x316 (10ms

)
)
0xA0 (100ms)
)
)

0x440 (10ms

= -

Table 3. Sensor Field Value-based CAN ID Correlation

. e CAN ID CAN ID with High Correlation
Vehicle Description (PID) (Offset) (Offset)
Calculated Engine Load (04) 0xA0(0) 0xA0(5), 0xA1(1, 4)
Engine Coolant Temperature (05) 0xA0(1) 0xA0(4), 0x18F(1)
0x80(2) 0x316(2)
0x80(3) 0x80(0), 0x260(2, 5), 0x316(3, 6),
0x329(6), 0x43F(6), 0x440(2, 6), 0x545(1)
Soul Engine RPM (0C) 8128%; §
0x316(2) 0x80(2)
0x316(3) 0x80(0, 3), 0x260(2, 5), 0x316(6),
0x329(6), 0x43F(6), 0x440(2, 6), 0x545(1)
0xA0(4) 18F (1), 0xA0(1)
Vehicle Speed (0D) 0x316(6) | 0x18F(5), 0x370(2). 0x43F(6), 0x440(2, 6)
0x440(2) 0x18F(5), 0x316(6), 0x43F(6), 0x440(6)

0 8 16 24 32 40 48 56

0x80

@
2

0xAQ
0x316
0x440

Unused Constant Multi-value sensor Counter CRC | undefined

Fig. 7. Classification of CAN Data Field (CAN
IDs related to Engine)

FEe Slsk,

414 CAN HIA|X| Zto| Akt

1z

HI

CAN WA= 7ke] AbghiA| geiE 2
CAN ID¥] dlo]glell4 Sensor Fieldz A¥d 3t
=9 ARBAE ol&sof gt B A=
Engined ##® CAN IDE2 Data FieldelA]
5% Sensor Field®} = 9] CAN ID 7+o] Abt
IAE AR 5 ARTA FA7F 0.7 o] el A

Mo
1
e

o L
g CAN ID¢} Data Fleldé

CAN ID =% Engined zto] glvlu F2s}9]

c}.

4.2 CAN Fuzzing =g MM AlS

421

7L MY 3 Checksum F2

AgexE Engined &% CAN IDE

sl CAN Fuzzing 18zhs Ak =3
Aol 3.3.1400 A% CAN Fuzzing Rule
9l Value Violation, Sensor Violation, Field
Violationg o]£3}ic}.

Value®} Sensor Violationel 7]¥FgF CAN

Fuzzing ¢33k AA A4 CAN ID 0x809
Data Fieldel+ Checksum Field”} &3tz
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o2
o,
rﬂL

O
_15.'1‘,
é
=
=
Q
=
[©)
o
~
w0
o
B
]

& fashe Ay

CAN ID 0x80 w8t Checksum Field=
4bit®  AMEglenn =77 6091 widde
Checksum °]99] #E°] Binary® 3 o]
Bl ZPshs o deleel =77} 2'el wide
Checksum  #2  ¢Ix 274 One-hot
Encoding ¥ dlo|e]& Z33sle &3 dHolHE A
Askelth. Checksume #-3=3l7] <14 607Hg =
=2 A" =EE 120709 e} 34 Fo 8
TA" 29%F, 16709 =2 748 2YH5oR
o]Fojzl  DNN =d&  AAMsdeh. =3
Optimizer= Adam= AH3k91em  Loss
Function categorical_crossentropys AH-3}
ot

CAN ID 0x80l ®igt wAA &, 90%+=
Hlol8, 10%+ HAE dHole|& o] 5
Ve Aot 2d As Wy Ax A
98% = Fig. 8.3 Zov M= AdE
Fl-score 25 98%= Table 4.9} #t}.

o[)ll ol

d
W

}-‘J FIO ot

24

E, O_L..

« AW (Precision)
True Positives
True Positives + False Positives
o A& (Recall)
True Positives
True Positives + False Negatives

e Fl-score
Precision X Recall
Precision + Recall

=2X

Engine® <#¥ CAN IDE %, CAN ID
0x80 ©¢]¢Jell= Data Field Wl Checksum
Field7} &413}#] ¢¢2n® ChecksumS 18314
%3 CAN Fuzzing {83= A3k

4.3 CAN Fuzzing ¢ & Zu} ILEE AH

CAN Fuzzing Rule 7]vteg A= 9
B 1013]_0:1-7 A olHEzre R QlF =g

= ECU9 oA Hks5 CAN dAA Side
Information BUE & 53] glstsich

CAN ID 0x80 Checksum Classification

—— Loss
25 Accuracy
20
. Accuracy : 98%
S 15
o
I
[ \
10 9]
05
D 0 T T T T T
0 20 40 60 80 100
Epoch

Fig. 8. Checksum Estimation for CAN ID 0x80

Table 4. Evaluation Metrics for DNN Model

CANID Precision Recall Fl-score
(Hex)
80 98% 98% 98%

431 CAN HA|X| 2L|E{Zl

CAN Fuzzing ¢33k i3k ECU2 o)A} ub
S°] CAN #AA]of| wid= 4 9\l°i ol 4
2]

Akt

« CAN ID Monitoring: 0x4, 0x40, 0x100¢!
A2 CAN ID7} F7}=9i#q. CAN Bus
Board”} Bus-off(21]) =¢] FAEE2]E Reset
S AFgell A HAlE = e Eelslodc(25).

¢ CAN DLC Monitoring: ¥37} 9l+ DLC+
EABHA] skt

¢ Value Monitoring: Unused, Constant
2]l Multi-Value Field®] o] Wale A2
EAEHA] skt

* Sensor Monitoring: Sensor Field?] Z =%k
I H5ghE dlojuhs A EAIEA] @itk

e Correlation Monitoring: 7]&] A2 =&
AB/AE 7= CAN 1D 7ke] ARAZE
FAEAY A= AL sl

432 Side Information Z2L{E{Z!

CAN Fuzzing d43#E F3X
AAZH(Normal) 3 Fi8h=
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N ox

Sensar Value

T A e ™ Ty

o 200 a00 600 800 1000 1200 1400 1600

Log Count

(a)

Sensor Value
N ox

a00 600 800 1600

Log Count

©)

1000 1200 1400

Fig. 9. Side Information Monitoring Results.
Violation Fuzzing. (c) CAN ID 0x370 Normal.

Fig.
Steering

o

(Violation)

Fig. 9.9 zal=ox b, F3pa
A7 IMU AA S x, y, 258 <jeistel 4

= (a), (b)= CAN ID 0x164, sht =
X370°ﬂ &l Jebdch (a)¢F (b)E vjws)
beld FrHem 2% Wbt gl

Sensor Value

—10.0

Sensor Value

(a) CAN ID 0x164 Normal.
(d) CAN ID 0x370 Field Violation Fuzzing

2.5

0.0

—2.5

-s.0

—7.5

750 1000
Log Count

1250 1500 1750 2000

(b)

750 1000

Log Count

(d)

1250 1500 1750 2000

(b) CAN ID 0x164 Value

R

10. Vehicle Malfunction due to CAN Fuzzing.

(b)

(a) RPM Instrument Panel. Movement of

gt} o]=
2 Qs AAgke] Wake
) (a)sh 7ol A% A7)
sy, Fpdew

2% Engine
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Table 5. Number of cases for Input Value of CAN Fuzzing

Random CAN Fuzzin .
0)11)(2)(13)(14) Non-Random CAN Fuzzing
0x80 [ 0xA0 [ 0x316 [ 0x440 [ 0x80 0xA0 0x316 0x440
Value Violation 8 16 16 16
Sensor Violation 964 12
Field Violation 8
Total Number of cases 206 8+ (16 x3) +(12x4) +(8x4) = 27

CAN ID 0x316°] w3+ CAN Fuzzing 4¥3ts
Fskele W= A A7wel RPMe] ¥ske A
& st

4.4 CAN Fuzzing gt 399 +

Algrsl= 71449l Non-Random CAN Fuzzing
3} 7]1% 7149 Random CAN Fuzzing 71&
(101,(11],(12),(13),(14)9 #HR F4 34 ¥
w3ty A¥= Table 5.9 2l A vng 9
& vl Wl A xekelA slet® Engine ¥
CAN ID<l 0x80, 0xA0, 0x316, 0x440= w]x
ez Ay, 72t CAN ID #E2 38
CAN Fuzzing 183t 459 % oke} 22
Ae E3f Axtsldcl.

k

ot

e Value Violation 7$9 4= Value
Violation®} ¥ 9l Unused, Constant
a2l Multi-Value Field(4bit)& 7 Field
o 28 G912 kS 07 4747 14 F7HA7
o gj¥stez, 7k Field si=ghel digh 742
= 470lc}. wkeF CAN Fuzzing WA} CAN
ID] Data Fieldel 2A3l= Unused,
Constant, Multi-Value Field® 47} n, <
735 F (4 xn) 7R 4= A5 7 EA
gt} wgld CAN ID 0x80, 0xA0, 0x316,
0x440 Unused, Constant, Multi-Value
Field®] & /Ms7b 242 270, 470, 470, 49)e]
228,16, 16, 169 4HF A+ 71 &
A gt

e Sensor Violation 7%° <: Sensor
Violation®} 3 9l&= Sensor Field(8bit)el
gkt #HEzke] s Blohd 3E dHs=
2 87 A9 = 2700t ®eF CAN
Fuzzing W% CAN ID®] Data Fieldell &4l

3= Sensor Field® 47} n,d A% =
(2 < ny) 70 3=k 9o 71 EAlgic) u)
2k4 CAN ID 0x80, 0xA0, 0x316, 0x440->
Sensor Field®] & /M47F 2% 6/folug, 2zt
7k 12709] 7398 ) A7

e TField Violation 7% < 64bite] Data
Fields 8bit¥ 87§¢] Field® v, =z
Fieldvhe} 28 wb12 gk 04 774 14
71719 lE3kE At &, 8719 Field
= kgt wet 2% Fdgk e 7RAA =
w2t CAN ID 0x80, 0xA0, 0x316, 0x440
= 7+ 8708 A2 #7b &gt

Table 5.9 Zell4 ®Ze] Non-Random
CAN Fuzzing 1532 oF 27709 7499 57}
EAEk,  el= 4719 CAN IDel s #
Violation® 79 4% F%3 Feldh. Value
Violation®} Sensor Violation? ¢1#ze &=t
Data Fieldel Wisl e AASHAl =, Field
Violation®] $J¥#2 Data Field®] ZE Field
o il F& AAEHA "l 3, 2 Violationell A
AR JERE BF dEY H$AHer
Non-Random CAN Fuzzing 943z 74-%9
4% Random CAN Fuzzingel4 S7s+ 3%

o o 2%ef w]&) g A& sHelsigie)
V.= 9
5.1 CAN Fuzzing 7|& &&
511 X2 CAN Fuzzing A 49| iy
Aeksl= Non-Random CAN Fuzzing %13

%, 54 CAN #A#19] Data Field Wel 54 4
2ol A zpege] o)A 2w dake] AE, W 4
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Aol BE 799 g7} ukdd e Fgew
A, H2E WSS 52 4 9ol &, 54 CAN
AAel| gk ARl #Ae] Bed A% BH =
Ze]l w2l Non-Random CAN Fuzzings
Random CAN Fuzzing2 @ #3le] 7}53sjr}.
51.2 Side Information &%t

B mdolAEs IMU AlARRS- o]£3le] Side
Information® fjr‘”ﬁ}"ﬂ‘“% IMU ‘*W o] 9]of| 1=
e R
A & &

[
o4 A5 w4

=2
ikl u}w zg.a—g—g o) Aeel
o wgelA #4938 4 glet

5.2 CAN Fuzzing 7|

>
oy
oM

2 =i Agksl= Non-Random CAN
Fuzzing 7]1%2 &8&4°] All new Soul 2014
A Aol A= &, 78 AMEE
CAN Fuzzing 7|%°l B3]l Fuzzingol £8F+=
AZre A £4 ok

SAIRE ohefet A=kl disl At 7)eS HSHA
38k gAA- o] EAIstEE Agksl= CAN Fuzzing
S thokgl Ak Ao Agsta, s AFHS B4
sz @5 A7t AldE ook ek =7 Fuzzing
1H3k A4 A, Checksum& 234 Fslsiriz)
% Aol WhESHA| ¢ A9vE EAld wEhA
CAN ®AAE AZFste = o2 849l Counter
Field& x#3le] FdsAY A2 A3AVL &
& CAN IDES EAd F43t= =9 Fuzzing
JHER A 2 Fslell tigk 371 Aot dasid

vi. 8 B

At 1T 71«8 3= s, A% A 7
Aol FoiE Qlvk. ARF dAF A s1EEH,
ECU9| #HFdE 4T 4 sl ECU ¥
2lUeid 7]%3 CAN Fuzzing 71%&°] &8}
Tk AR ARk HAE ECUC gk &=l
Aol a3ty A= CAN HAA] 4Ase] 4
4 w838k# %3 Randomdt HV\LE Fuzzing®
Z3sl7] ol W Azte] A8EHE A 2
Fuzzing A7 ZUelge] digk &AA-e] Slch. o
2 B dFelx= 7€ ECUS #Hed 4 7=

o] AL s)Asl7] $lel CAN wAA] A& EALS
Hledgk Non-Random CAN Fuzzing 71&% 3
%2 Aorstgdct. Random CAN Fuzzingel B3
Algksl= Non-Random CAN Fuzzing 7|1&<
CAN Fuzzingel 4225 A7FS @473 24
o ECUel g E=A-d AT $e]l CAN
Fuzzing 7:!7% Z}EXJOE qui;fo‘ﬂ- _/’: oh;].
w3l AgkslE 71 All new Soul 2014 A=
oA L Z&Ae] AFE AU

FF AR Aljel 714 ook Akl A4
ste] Ay AAE =& Ao,
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